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Experiment—1
Aim: Implement any two Substitution Techniques using python script.

Algorithm for Substitution Cipher:
Input:
o A String of both lower and upper case letters, called Plaintext.
o An Integer denoting the required key.
Procedure:
o Create a list of all the characters.
« Create a dictionary to store the substitution for all characters.
« For each character, transform the given character as per the rule, depending on whether we’re

encrypting or decrypting the text.
e Print the new string generated.
Program: 1)
import string
# A list containing all characters
all_letters = string.ascii_letters
# create a dictionary to store the substitution for the given alphabet in the plain text based on key
key =4
dictl = {all_letters[i]: all_letters[(i+key) % len(all_letters)] for i in range(len(all_letters))}
# Plaintext to be encrypted
plain_txt = "l am studying Data Encryption”
# loop to generate ciphertext
cipher_txt = ".join([dictl[char] if char in all_letters else char for char in plain_txt])
print("Cipher Text is: ", cipher_txt)
# create a dictionary to store the substitution for the given alphabet in the cipher text based on the key
dict2 = {all_letters[i]: all_letters[(i-key) % len(all_letters)] for i in range(len(all_letters))}
# loop to recover plaintext
decrypt_txt = ".join([dict2[char] if char in all_letters else char for char in cipher_txt])
print("Recovered plain text: ", decrypt_txt)
2)
# Python program to demonstrate
# Substitution Cipher
import string
# A list containing all characters
all_letters= string.ascii_letters
# create a dictionary to store the substitution for the given alphabet in the plain text based on the key
dictl = {}
key =4
for i in range(len(all_letters)):

dictl[all_letters[i]] = all_letters[(i+key)%len(all_letters)]
plain_txt= "1 am studying Data Encryption"
cipher_txt=[]
# loop to generate ciphertext
for char in plain_txt:
if char in all_letters:
temp = dictl[char]
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cipher_txt.append(temp)
else:
temp =char
cipher_txt.append(temp)
cipher_txt="".join(cipher_txt)
print("Cipher Text is: ",cipher_txt)
#create a dictionary to store the substitution for the given alphabet in the cipher text based on key
dict2 = {}
for i in range(len(all_letters)):
dict2[all_letters[i]] = all_letters[(i-key)%(len(all_letters))]
# loop to recover plain text
decrypt_txt =]
for char in cipher_txt:
if char in all_letters:
temp = dict2[char]
decrypt_txt.append(temp)
else:
temp = char
decrypt_txt.append(temp)
decrypt_txt = "".join(decrypt_txt)
print("Recovered plain text :", decrypt_txt)
Output:

Cipher Text is: M eqg wxyhCmrk Hexe IrgvCtxmsr
Recovered plain text: I am studying Data Encryption

The Playfair Cipher Encryption Algorithm:
The Algorithm consists of 2 steps:
1. Generate the key Square(5x5):
a. The key square is a 5x5 grid of alphabets that acts as the key for encrypting the plaintext.
Each of the 25 alphabets must be unique and one letter of the alphabet (usually J) is
omitted from the table (as the table can hold only 25 alphabets). If the plaintext contains
J, then it is replaced by I.
b. The initial alphabets in the key square are the unique alphabets of the key in the order in
which they appear followed by the remaining letters of the alphabet in order.
2. Algorithm to encrypt the plain text: The plaintext is split into pairs of two letters (digraphs). If
there is an odd number of letters, a Z is added to the last letter.
Program:
# Python program to implement Playfair Cipher
# Function to convert the string to lowercase
def toLowerCase(text):
return text.lower()
# Function to remove all spaces in a string
def removeSpaces(text):
newText =""
for i in text:
ifi==""
continue




else:
newText = newText + i
return newText
# Function to group 2 elements of a string
# as a list element
def Diagraph(text):
Diagraph =]
group =0
for i in range(2, len(text), 2):
Diagraph.append(text[group:i])
group =i
Diagraph.append(text[group:])
return Diagraph
# Function to fill a letter in a string element
# If 2 letters in the same string matches
def FillerLetter(text):
k = len(text)
ifk% 2==0:
for i in range(0, k, 2):
if text[i] == text[i+1]:
new_word = text[0:i+1] + str('x") + text[i+1:]
new_word = FillerLetter(new_word)
break
else:
new_word = text
else:
for i in range(0, k-1, 2):
if text[i] == text[i+1]:
new_word = text[0:i+1] + str('x") + text[i+1:]
new_word = FillerLetter(new_word)
break
else:
new_word = text
return new_word
listl =[4a,'b,'c,'d,'e,'f,'g, h, T 'K, I "'m,
'n','o','p', g, 'r, s, 't U VS, W XYY 2]
# Function to generate the 5x5 key square matrix
def generateKeyTable(word, listl):
key letters =[]
for i in word:
if i not in key_letters:
key _letters.append(i)
compElements = []
foriin key_letters:
if i not in compElements:
compElements.append(i)
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for i in listl:
if i not in compElements:
compElements.append(i)
matrix =[]
while compElements !=[]:
matrix.append(compElements[:5])
compElements = compElements[5:]
return matrix
def search(mat, element):
for i in range(5):
for j in range(5):
if(mat[i][j] == element):

return i, j
def encrypt_RowRule(matr, elr, elc, e2r, e2c):

charl ="
ifelc ==4:

charl = matr[elr][0]
else:

charl = matr[elr][elc+1]
char2 ="
if e2c == 4:

char2 = matr[e2r][0]
else:

char2 = matr[e2r][e2c+1]
return charl, char2
def encrypt_ColumnRule(matr, elr, elc, e2r, e2c):
charl="
if elr ==4:
charl = matr[0][elc]
else:
charl = matr[elr+1][elc]
char2 ="
if e2r==4:
char2 = matr[0][e2c]
else:
char2 = matr[e2r+1][e2c]
return charl, char2
def encrypt_RectangleRule(matr, elr, elc, e2r, e2c):
charl="
charl = matr[elr][e2c]
char2 ="
char2 = matr[e2r][elc]
return charl, char2

def encryptByPlayfairCipher(Matrix, plainList):
CipherText =]
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for i in range(0, len(plainList)):
cl=0
c2=0
elel_x, elel_y = search(Matrix, plainList[i][0])
ele2_x, ele2_y = search(Matrix, plainList[i][1])

ifelel x==-ele2 x:

cl, c2 = encrypt_RowRule(Matrix, elel x, elel_ vy, ele2_x, ele2_y)

# Get 2 letter cipherText
elifelel_y==ele2 y:

cl, c2 = encrypt_ColumnRule(Matrix, elel_x, elel vy, ele2_x, ele2_y)
else:

cl, c2 = encrypt_RectangleRule(

Matrix, elel_x, elel_y, ele2_x, ele2_y)

cipher =cl +c2
CipherText.append(cipher)
return CipherText

text_Plain = 'instruments'
text_Plain = removeSpaces(toLowerCase(text_Plain))
PlainTextList = Diagraph(FillerLetter(text_Plain))
if len(PlainTextList[-1]) = 2:
PlainTextList[-1] = PlainTextList[-1]+'Z'

key = "Monarchy"

print("Key text:", key)

key = toLowerCase(key)

Matrix = generateKeyTable(key, listl)

print("Plain Text:", text_Plain)
CipherList = encryptByPlayfairCipher(Matrix, PlainTextList)

CipherText =""
for i in CipherList:

CipherText +=i
print("CipherText:", CipherText)

Output:
Key text: Monarchy
Plain Text: instruments
CipherText: gatlmzclrgtx
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Experiment — 2
Aim: Implement any two Transposition Techniques using python script.

Description:

In a transposition cipher, the order of the alphabets is re-arranged to obtain the cipher-text.

1. The message is written out in rows of a fixed length, and then read out again column by column,
and the columns are chosen in some scrambled order.

Width of the rows and the permutation of the columns are usually defined by a keyword.

For example, the word HACK is of length 4 (so the rows are of length 4), and the permutation is
defined by the alphabetical order of the letters in the keyword. In this case, the order would be “3 1
247

Any spare spaces are filled with nulls or left blank or placed by a character (Example: ).

Finally, the message is read off in columns, in the order specified by the keyword.

LN

o~

Encryption
Given text = Geeks for Geeks
Keyword = HACK Length of Keyword = 4 (no of rows) Order of Alphabets in HACK = 3124

E3

1

e

wl|lo]w|m]lNn]|o
o lo|=]|&|R

k

Jm-::;-mw:l:

 J ¥ v C

Print Characters of column 1,2,3,4
Encrypted Text = ¢ kefGsGsrekoe

Decryption
1. To decipher it, the recipient has to work out the column lengths by dividing the message length by
the key length.
2. Then, write the message out in columns again, then re-order the columns by reforming the key
word.

Program: (simple code)
import math
key = "HACK"
def encryptMessage(msg):

k_indx, msg_len = 0, float(len(msg))

msg_Ist = list(msg) + ['_" * int((math.ceil(msg_len / len(key))) * len(key) - msg_len)]

matrix = [msg_Ist[i: i + len(key)] for i in range(0, len(msg_lIst), len(key))]

return ".join([matrix[j][key.index(sorted(list(key))[k_indx])] for k_indx in range(len(key)) for j in
range(len(matrix))])
def decryptMessage(cipher):

k_indx, msg_indx, msg_len =0, 0, float(len(cipher))

msg_Ist = list(cipher)

key _lst = sorted(list(key))

dec_cipher = [[None] * len(key) for _ in range(int(math.ceil(msg_len / len(key))))]

for k_indx in range(len(key)):

curr_idx = key.index(key_Ist[k_indx])




Information Security

for j in range(int(math.ceil(msg_len / len(key)))):
dec_cipher[j][curr_idx] = msg_Ist[msg_indx]
msg_indx +=1

try:
msg = ".join(sum(dec_cipher, []))
except TypeError:

raise TypeError("This program cannot™, "handle repeating words.")
null_count = msg.count('_")
return msg[: -null_count] if null_count > 0 else msg
msg = "Geeks for Geeks"
cipher = encryptMessage(msg)
print("Encrypted Message: {}".format(cipher))
print("Decrypted Message: {}".format(decryptMessage(cipher)))

Output:

d exp.py —===m======mm=s====
Encrypted Message: e kefGsGsrekoe
Decrypted Message: Geeks for Geeks

|

Given a plain-text message and a numeric key, cipher/de-cipher the given text using Rail Fence
algorithm.

The rail fence cipher (also called a zigzag cipher) is a form of transposition cipher. It derives its name
from the way in which it is encoded.
Examples:

Encryption

Input : "GeeksforGeeks "

Key =3

Output : GsGsekfrek eoe
Decryption

Input : GsGsekfrek eoe

Key =3

Output : "GeeksforGeeks "

2) Encryption

Input : "defend the east wall"

Key =3

Output : dnhaweedtees alf tl
Decryption

Input : dnhaweedtees alf tl

Key =3

Output : defend the east wall

3) Encryption

Input : "attack at once"

Key =2

Output : atc toctaka ne

Decryption

Input : "atc toctaka ne"

Key = 2 Output : attack at once




Program-2:
import math

key = "HACK"
# Encryption
def encryptMessage(msg):
cipher=""
# track key indices
k_ indx=0
msg_len = float(len(msg))
msg_Ist = list(msg)
key_Ist = sorted(list(key))
# calculate column of the matrix
col = len(key)
# calculate maximum row of the matrix
row = int(math.ceil(msg_len / col))
# add the padding character ' ' in empty
# the empty cell of the matix
fill_null = int((row * col) - msg_len)
msg_Ist.extend(’_" * fill_null)
# create Matrix and insert message and
# padding characters row-wise
matrix = [msg_Ist[i: i + col]
for i in range(0, len(msg_lst), col)]
# read matrix column-wise using key
for _ in range(col):
curr_idx = key.index(key_Ist[k_indx])
cipher +="join([row[curr_idx]
for row in matrix])
k_indx +=1
return cipher
# Decryption
def decryptMessage(cipher):
msg ="
# track key indices
k indx=0
# track msg indices
msg_indx =0
msg_len = float(len(cipher))
msg_Ist = list(cipher)
# calculate column of the matrix
col = len(key)
# calculate maximum row of the matrix
row = int(math.ceil(msg_len / col))
# convert key into list and sort
# alphabetically so we can access
# each character by its alphabetical position.

Information Security
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key _Ist = sorted(list(key))
# create an empty matrix to
# store deciphered message
dec_cipher =]
for _in range(row):
dec_cipher += [[None] * col]
# Arrange the matrix column wise according
# to permutation order by adding into new matrix
for _in range(col):
curr_idx = key.index(key_Ist[k_indx])
for j in range(row):
dec_cipher[j][curr_idx] = msg_Ist[msg_indx]
msg_indx +=1
Kk indx +=1
# convert decrypted msg matrix into a string
try:
msg = ".join(sum(dec_cipher, []))
except TypeError:
raise TypeError("This program cannot™, "handle repeating words.")
null_count = msg.count(’_")
if null_count > 0:
return msg[: -null_count]
return msg
# Driver Code
msg = "l am studying Data Encryption™
cipher = encryptMessage(msg)
print("Encrypted Message: {}". format(cipher))
print("Decryped Message: {}".
format(decryptMessage(cipher)))

Output:

Encrypted Message: sy act_atiD ri I dgtnpnmunabyo_
Decryped Message: I am studying Data Encryption

Encryption
In a transposition cipher, the order of the alphabets is re-arranged to obtain the cipher-text.

« In the rail fence cipher, the plain-text is written downwards and diagonally on successive rails of
an imaginary fence.

e When we reach the bottom rail, we traverse upwards moving diagonally, after reaching the top
rail, the direction is changed again. Thus the alphabets of the message are written in a zig-zag
manner.

o After each alphabet has been written, the individual rows are combined to obtain the cipher-text.

For example, if the message is “GeeksforGeeks” and the number of rails = 3 then cipher is prepared

as:

11
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© copyright geeksforgeeks.org

.Its encryption will be done row wise i.e. GSGSEKFREKEOE
Decryption
As we’ve seen earlier, the number of columns in rail fence cipher remains equal to the length of plain-
text message. And the key corresponds to the number of rails.

o Hence, rail matrix can be constructed accordingly. Once we’ve got the matrix we can figure-out
the spots where texts should be placed (using the same way of moving diagonally up and down
alternatively ).

o Then, we fill the cipher-text row wise. After filling it, we traverse the matrix in zig-zag manner to
obtain the original text.

Implementation:

Let cipher-text = “GsGsekfrek eoe” , and Key = 3

o Number of columns in matrix = len(cipher-text) = 13

o Number of rows = key = 3

Hence original matrix will be of 3*13 , now marking places with text as ‘*’ we get
* * * *

* * * * * *

* |
* |

Program:

def rail_fence(text, key, mode):
if mode == "encrypt":
rail = [""] * key
index =0
for i in range(len(text)):
rail[index] += text[i]

if index == key - 1:
direction =-1

elif index == 0:
direction =1

index +=direction
return "".join(rail)
elif mode == "decrypt":
rail = [""] * key
index =0
for i in range(len(text)):
12
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rail[index] +="*"

if index == key - 1:
direction =-1

elif index == 0:
direction =1

index += direction
text_index =0
for i in range(key):
for j in range(len(rail[i])):
if rail[i][j] == "*":
rail[i] = rail[i][:j] + text[text_index] + rail[i][j+1:]
text_index +=1
index =0
plain_text=""
for i in range(len(text)):
plain_text += rail[index][0]
rail[index] = rail[index][1:]

if index == key - 1:
direction =-1

elif index == 0:
direction =1

index +=direction
return plain_text
else:
return "Invalid mode. Mode must be either ‘encrypt’ or 'decrypt’.”

text = input("Enter the input string: ")

key = int(input("Enter the key: "))

encrypted_text = rail_fence(text, key, "encrypt™)
print("Encrypted text:", encrypted_text)

decrypted_text = rail_fence(encrypted_text, key, "decrypt")
print("Decrypted text:", decrypted_text)

Qutput:

============== RESTART: E:/3rd year/VI th sem/IS LAB/2ND exp b.py
Enter the input string: HELLO WORLD

Enter the key: 3

Encrypted text: HOREL OLLWD

Decrypted text: HELLO WORLD

13
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Experiment —3
Aim: Implement any two Symmetric algorithms using python script.

1) Data Encryption Standard (DES).

2) RSA encryption algorithm.
Description:
DES is a symmetric encryption system
DES is a symmetric encryption system that uses 64-bit blocks, 8 bits of which areused for parity
checks. The key therefore has a "useful” length of 56 bits, which means thatonly 56 bits are
actually used in the algorithm. The algorithm involves carrying out combinations, substitutions and
permutations between the text to be encrypted and the key, while making sure the operations can be
performed in both directions. The key is ciphered on64 bits and made of 16 blocks of 4 bits, generally
denoted ki to kie. Given that "only" 56 bits are actually used for encrypting, there can be 2°° different
keys.
The main parts of the algorithm are as follows:
Fractioning of the text into 64-bit blocks
Initial permutation of blocks
Breakdown of the blocks into two parts: left and right, named L and R
Permutation and substitution steps repeated 16 times
e Re-joining of the left and right parts then inverse initial permutation

Example:

| 64-bif input | | 64-bit output |

| 64-bit output | [ 64-bitinput |

Encryption Decryption
Algorithm:
STEP-1: Read the 64-bit plain text.
STEP-2: Split it into two 32-bit blocks and store it in two different arrays.
STEP-3: Perform XOR operation between these two arrays.
STEP-4: The output obtained is stored as the second 32-bit sequence and the originalsecond 32-bit
sequence forms the first part.
STEP-5: Thus the encrypted 64-bit cipher text is obtained in this way. Repeat the sameprocess for the
remaining plain text characters.
Program:
from Crypto.Cipher import DES

14
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from Crypto.Util.Padding import pad, unpad
def des_encrypt(plaintext, key):
# Convert the key to bytes
key = bytes.fromhex(key)
# Create a DES cipher object and encrypt the plaintext
cipher = DES.new(key, DES.MODE_ECB)
ciphertext = cipher.encrypt(pad(plaintext.encode('utf-8"), DES.block_size))
# Convert the ciphertext to hexadecimal and return as string
return ciphertext.hex()
def des_decrypt(ciphertext, key):
# Convert the key to bytes
key = bytes.fromhex(key)
# Create a DES cipher object and decrypt the ciphertext
cipher = DES.new(key, DES.MODE_ECB)
decryptedtext = unpad(cipher.decrypt(bytes.fromhex(ciphertext)), DES.block_size)
# Convert the decryptedtext to string and return
return decryptedtext.decode('utf-8")
plaintext = "Hello World!"
key = "133457799BBCDFF1"
# Encrypt the plaintext using DES with the given key
ciphertext = des_encrypt(plaintext, key)
print("Ciphertext:", ciphertext)
# Decrypt the ciphertext using DES with the given key
decryptedtext = des_decrypt(ciphertext, key)
print("Decrypted text:", decryptedtext)

OQutput:

>_ Console ~ x Shell x <+

Ciphertext: blca74bb351426876f796cfc60d31acO

Decrypted text: Hello World!

|
Description:

RSA(Rivest-Shamir-Adleman) encryption algorithm

RSA is an algorithm used by modern computers to encrypt and decrypt messages. It is an
asymmetric cryptographic algorithm. Asymmetric means that there are two different keys. This is
also called public key cryptography, because one of them can be given toeveryone. A basic principle
behind RSA is the observation that it is practical to find threevery large positive integers e, d

and n such that with modular exponentiation for all integer m:
(M) =m (mod n)

The public key is represented by the integers n and e; and, the private key, by the integer d.
m represents the message. RSA involves a public key and a private key. The public key can be known
by everyone and is used for encrypting messages. The intention is that messages encrypted with the

public key can only be decrypted in a reasonable amount oftime using the private key.

15
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Example:

Pick 12} and q
+
Calculate n=p¥*q
¥
@ = (p-1)*(q-1)
-
Pick e

x

d = e*(mod-! @)
<

C= pﬂl*mod n

.

P = cdmodn

Algorithm:
The RSA algorithm is a widely used public-key encryption algorithm named after its inventors Ron

Rivest, Adi Shamir, and Leonard Adleman. It is based on the mathematical concepts of prime
factorization and modular arithmetic.
The algorithm for RSA is as follows:
1. Select 2 prime numbers, preferably large, p and g.
2. Calculate n = p*q.
3. Calculate phi(n) = (p-1)*(g-1)
4. Choose a value of e such that 1<e<phi(n) and gcd(phi(n), e) = 1.
5. Calculate d such that d = (e”-1) mod phi(n).
Here the public key is {e, n} and private key is {d, n}. If M is the plain text then the cipher text C =
(M7e) mod n. This is how data is encrypted in RSA algorithm. Similarly, for decryption, the plain text
M = (C~d) mod n.
Example: Let p=3 and g=11 (both are prime numbers).
Now, n = p*q =3*11 =233
phi(n) = (p-1)*(g-1) = (3-1)*(11-1) =2*10=20
Value of e can be 7 since 1<7<20 and gcd(20, 7) = 1.
Calculating d = 7*-1 mod 20 = 3.
o Therefore, public key = {7, 33} and private key = {3, 33}.
Suppose our message is M=31. You can encrypt and decrypt it using the RSA algorithm as follows:
Encryption: C = (M”e) mod n = 31°7 mod 33 =4
Decryption: M = (C~d) mod n = 43 mod 33 = 31
Since we got the original message that is plain text back after decryption, we can say that the algorithm
worked correctly.
Program:
import math
#step 1
p=3

16
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q=7
# step 2
n=p*q
print("n =", n)
# step 3
phi = (p-1)*(g-1)
# step 4
e=2
while(e<phi):
if (math.gcd(e, phi) == 1):
break
else:
e+=1
print("e =", )
#step 5
k=2
d = ((k*phi)+1)/e
print("d =", d)

print(f'Public key: {e, n})
print(f'Private key: {d, n})

# plain text
msg = 11
print(f'Original message:{msg}")

# encryption

C = pow(msg, )

C = math.fmod(C, n)
print(fEncrypted message: {C}")

# decryption

M = pow(C, d)

M = math.fmod(M, n)
print(f'Decrypted message: {M}")

OQutput:

RESTART: E:/3rd year/VI th sem/IS LAB/Exp3 RSA.py =
21

5

5.0

Public key: (5, 21)

Private key: (5.0, 21)

Original message:11

Encrypted message: 2.0

Decrypted message: 11.0

o 3l
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Experiment —4
Aim: Implement any two Private -Key based algorithms using python script.

1) Triple DES (3DES).
2) AES (Advanced Encryption Standard).
Description:
Private-key based algorithms in Information Security are also known as symmetric key algorithms. They
use a single key for both encryption and decryption, and the same key must be kept secret by both the
sender and the receiver in order to maintain the security of the communication. Here are some
commonly used private-key based algorithms in IS:
1) Advanced Encryption Standard (AES)
AES is a widely used symmetric key algorithm that uses a block cipher with a block size of 128
bits and a key size of 128, 192, or 256 bits. It is known for its speed and resistance to attacks, and
is widely used in applications such as secure communication and data storage.
2) Triple DES (3DES)
3DES is a variant of DES that uses three rounds of encryption with three different keys. It uses a
block size of 64 bits and a key size of 168 bits (three 56-bit keys). While 3DES is more secure
than DES, it is slower and less efficient than AES.

Program:
AES Encryption and Decryption
AES (Advanced Encryption Standard) is a symmetric key encryption algorithm that is widely

used to protect data. Here is an implementation of AES encryption and decryption using Python:
Code:

from Crypto.Cipher import AES

from Crypto.Util.Padding import pad, unpad

# Generate random key and 1V

key = b'secretkey1234567

iv = b'iv12345678901234'

# Encrypt message

message = b"Hello, world!"

cipher = AES.new(key, AES.MODE_CBC, iv)

ciphertext = cipher.encrypt(pad(message, AES.block_size))

# Decrypt message
cipher = AES.new(key, AES.MODE_CBC, iv)
plaintext = unpad(cipher.decrypt(ciphertext), AES.block_size)

print("Encrypted message:", ciphertext)
print("Decrypted message:", plaintext)
Output:

>_ Console ~ x Shell x <+

Encrypted message: b'\x95\xa%9@\xblc\xe5\xdfL}\\\xb9I\xa3bl\x1la"
DEﬁrypted message: b'Hello, world!’

18
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Triple DES or 3 DES Encryption and Decryption
DES (Data Encryption Standard) is a symmetric key encryption algorithm that is widely used to

protect data. Here is an implementation of DES encryption and decryption using
Python Code:

from Crypto.Cipher import DES3
from Crypto.Random import get_random_bytes

while True:
try:
key = DES3.adjust_key_parity(get_random_bytes(24))
break
except ValueError:
pass

def encrypt(msg):
cipher = DES3.new(key, DES3.MODE_EAX)
nonce = cipher.nonce
ciphertext = cipher.encrypt(msg.encode(‘ascii’))
return nonce, ciphertext

def decrypt(nonce, ciphertext):
cipher = DES3.new(key, DES3.MODE_EAX, nonce=nonce)
plaintext = cipher.decrypt(ciphertext)
return plaintext.decode(‘ascii’)

nonce, ciphertext = encrypt(input('Enter a message: "))
plaintext = decrypt(nonce, ciphertext)

print(f'Cipher text: {ciphertext}")
print(f'Plain text: {plaintext}")

Output:

>_ Console ~ x Shell x +

Enter a message: HELLO WORLD

Cipher text: b'\xe2\xd2\xa®\xca\xd4\x1lc\xe7J\x08{R"
Plain text: HELLO WORLD
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Experiment —5
Aim : Explore any four network diagnosis tools.

Description:
Network diagnosis tools are software applications or hardware devices that are used to identify and
troubleshoot problems on a computer network. These tools are designed to help network administrators
and IT professionals diagnose network issues, identify network threats, and optimize network
performance.
Network diagnosis tools can take many forms, ranging from simple command-line utilities to complex
graphical user interfaces. Some common types of network diagnosis tools include:
1. Ping and Traceroute: These command-line utilities are used to test network connectivity and
identify network routing issues.
2. Network protocol analyzers: These tools capture and display network traffic in real-time,
allowing network administrators to troubleshoot network protocols and identify network threats.
3. Network scanners: These tools scan a network for open ports and vulnerable systems, allowing
administrators to identify potential security risks.
4. Performance monitoring tools: These tools monitor network traffic and performance metrics,
allowing administrators to identify performance bottlenecks and optimize network performance.
5. Configuration management tools: These tools are used to manage and automate network device
configurations, allowing administrators to enforce network policies and ensure consistent
network configuration.
Overall, network diagnosis tools are essential for maintaining the health and security of computer
networks. By using these tools to identify and troubleshoot network issues, administrators can minimize
downtime, improve network performance, and ensure the integrity of network data.
Tools:
1. Ping Tools
The ICMP ping tool is a basic network troubleshooting tool that lets you assess if a device is reachable
on the network. It reports on errors such as packet loss, round-trip-time, etc.

IP Address/Host Name
1928

Ping Status

_

System up and running

Ping Response
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The usual ping requests are based on the ICMP echo request protocol. There are other variations of ping
requests such as SNMP ping and proxy ping.

SNMP ping: It is used to check if the simple network management protocol (SNMP) is enabled in a
network device. If SNMP is enabled, the device responds with a set of basic information such as DNS
name, system name, location, system type, system description, etc.

Ping Statistics for 192 "™

DNS Name |
IP Address 192 NN

Packet Count 1 Packets

Packet Size 5é bytes

Time to Live 255 seconds/hops

Timed cut 4 Seconds

Packet Sent 1 Packets

Facket Received 1 Packets

Packet Loss 00%loss

Round Trip Time

Maximurm 2ms
Minimum 2ms
Average 2ms

Proxy ping: This is used to ping a destination device behind a proxy. Basically, the pinging device
sends an SNMP SET command to the proxy router to send an ICMP echo request to the destination
device. The response is collected by the proxy device. This response is fetched using the SNMP GET
command. This ping also requires SNMP to be enabled in the proxy device with the write community
string enabled.

These ping commands are useful to diagnose IP problems and network connectivity issues that could be
due to faulty interfaces, LAN issues, unavailable ports, configuration issues, etc., and are mostly used in
combination with the traceroute network troubleshooting utility.
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2. Tracert/ Trace Route

Tracert (Windows) or traceroute (Linux) is a network diagnostic and troubleshooting tool to view the
route and measure transit delays of data packets in a network. It displays the number of hops between
the source and destination devices based on the hop limit concept, modifying the Time To Live (TTL)
values.

Ping SNMPPing Proxy Ping Trace Route

IP Address/Host Name

Maximum Hops

30

Timeout

10

Trace

Hop IP Address DNS Name Response Time 1 Response Time 2 Response Time 3

1 1 2ms 1ms 1ms

2 1ms 1ms 1ms

A traceroute tool is useful to identify response delays (high latency), routing loops and points of failure
or packet loss in a network.

Traceroute is a command-line tool that is used to identify the route taken by packets as they
travel between two devices on a network. It sends a series of packets to the target device with increasing
time-to-live (TTL) values. Each packet is then returned by the next device on the route, along with the
time taken for the packet to travel between the devices. Traceroute is commonly used to diagnose
network routing issues and to identify the location of network congestion.

3 .Netsat
Netstat is a command-line tool that is used to display network connection statistics for a device. It
shows active connections, listening ports, and network interface statistics, among other things.
Netstat is commonly used to diagnose network connectivity issues and to identify suspicious
network activity.
The netstat command is a highly practical tool for network diagnostics, configurations, and other
port-scanning activities. More specifically, system administrators use it for network troubleshooting
and performance diagnostics.
The netstat command works on Microsoft Windows, Linux, Unix, FreeBSD, and more. Therefore,
all the commands in this article will produce the same results irrespective of your operating system,
unless otherwise stated for Linux.
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The Linux operating system comes with a considerable number of built-in capabilities pre-installed.
Depending on their level of expertise, users may not be fully aware of the capabilities of a particular
command. This article provides the basics of netstat and how to troubleshoot network issues with it
Functions

We will learn how the netstat command functions by seeing its commonly used applications. We
will see how to generate routing information, network interface statistics, or run port-scanning
operations with the command. It might be a good idea to take notes on the most frequently recurring
options and what they do, because they will come in handy while working with other commands.
Displaying kernel routing table

Using the netstat command with the -r option lists the kernel routing information in the same way as
with the route command.

$ netstat -rn

Kernel IP routing table

Destination Gateway Genmask Flags MSS
Window irtt Iface

8.0.0.0 192.168.1.1 9.8.98.8 UG B o6
@ ethe

192.168.1.@ 9.8.0.9 255.255.255.0 U 0o
@ etho

Note that the additional -n option is used to disable hostname lookup. It configures
the netstat command to display addresses as dot-separated quad IP numbers instead of host and
network names in the form of symbols.

4. Telnet/ SSH
Telnet or Secure Shell (SSH) utility allows you to troubleshoot issues by establishing a CLI session with
Linux/Unix devices.

e+ Telnet opman-linux

Red Hat Enterprise Linux Server releaze 5.1 <Tikanga>
Kernel 2.6.18-53.el15 on an i686
login:= guest

ity ¢ 17:°0:4¢ fron dovi

¢ dar
Filezystem 1K-hlocks Used Available Usex Mounted on
Adavsedal 19840892 8228148 10588604 44 ./

58801436 58@1996 42377232 13x home
1678976 a 1678976 @ sdevs/zhm

It is a simple yet effective network troubleshooting tool that enables you to act on any alert by executing
CLI commands to remediate L1/L2 network problems.
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Experiment — 6
1. Aim: Study of packet snifter tools like wireshark, ethereal, tepdump etc

2. Objectives: To observe the performance in promiscuous & non-promiscuous mode &
3. Outcomes: The learner will be able to:-

to find the packets based on different filters.

o Identify different packets moving infout of network using packet sniffer for
network analysis.

e Understand professional, ethical, legal, security and social issues and
responsibilitics. Also will be able to analyze the local and global impact of
computing on individuals, organizations, and society.

e Match the industry requirements in the domains of Database management,

Programming and Networking with the required management skills.

4. Hardware / Software Required: Wireshark, Ethereal and tcpdump.

5. Theory:
Wireshark, a network analysis tool formerly known as Ethereal, captures packets in real
time and display them in human-readable format. Wireshark includes filters, color-coding

and other features that let you dig deep into network traffic and inspect individual packets.

Applications:
Features: o ,
e Network administrators use it to troubleshoot network problems
e Network security engineers use it to examine security problems
e Decvelopers use it to debug protocol implementations

e Pcople use it to learn network protocol internals beside these examples can be

helpful in many other situations too.

The following are some of the many features wireshark provides:
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o and a number of other packet capture programs.

e (Capture live packet data from a network interface.
e Open files containing packet data captured with tcpdump/WinDump, Wireshark,

Import packets from text files containing hex dumps of packet data.
Available for UNIX and Windows.

e Display packets with very detailed protocol information.

e Export some or all packets in a number of capture file formats.
e Filter packets on many criteria.

e Scarch for packets on many criteria.

e (Colorize packet display based on filters.

e (reate various statistics.

Capturing Packets

After downloading and installing wireshark, you can launch it and click the name of an
interface under Interface List to start capturing packets on that interface. For example, if you
want to capture traffic on the wireless network, click your wireless interface. You can

configure advanced features by clicking Capture Options.
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EEXxEs aesnT L ([EE aaa -

v ;:Expression... Clear 4Apply

The World's Most Popular Network Protocol Anal
Version 1.6.5 {SVN Rev 40429 from firunk-1.6)

| T — | — | D ——

m

Interface List - Open

B o |

O Live fist of the capture interfaces Cpen 2 pravicusly captured file I
{counts incoming packets)

Open Recent:
Start capture on interface:

| NVIDIA nFerce MCP Networking Adapter Driver Sample Captures

é,tl S.un 8 A rich zssortment of example capture fles on the wiki
g:—‘_. Vivhware Virtual Ethernet Adapter
E_’ Vivware Virtual Ethernet Adapter

il Capture Options '

Start = capture with detsiled options

¥
< | 0] | »
Ir?Proﬁle: Default ‘

As soon as you click the interface’s name, you’ll see the packets start to appear in real time.

) ]VReady to load or capture ]No Packets

Wireshark captures each packet sent to or from your system. If you’re capturing on a

wireless interface and have promiscuous mode enabled in your capture options, you’ll also

see other the other packets on the network.
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BN BEX2E eseTa EE QA

Filter: | [~ | Expresslon Clear Apply

Ne. Time Source Destination Protocel Length -
1038 40.422312 192.168.1.77 173.194.33.1 TCP 5:¢
1039 40.659611 fe80::bdca:e67b:5eb7:1ff02::c SSDP 201
1040 41.550320 192.168.1.77 207.8.65.23 HTTP 5¢
1041 41.580992 207.8.65.23 192.168.1.77 TCP ot
1042 42.051665 192.168.1.76 239.255.255. 250 ubP 50!

1 1043 42.104199 Actionte_d8:a3:88 Msi_74:82:e6 ARP 6t

[ 1044 42.104226 Msi_74:82:26 I’Ite dg8:a3:88 ARP 41
1045 42.119803 192.168.1.74 255.255.250 ubP 56
1046 42.910321 192.168.1.77 74.125. 53.125 Jabber /: 5t
1047 42.929318 74.125.53.125 192.168.1.77 TCP 6t
1048 43.659423 fe80::bdca:e67b:5eb7:1ff02::c SSDP 201
1049 45.052365 192.168.1.76 239.255. 255. 250 ubP 50:
1051 45.418680 192.168.1.77 72.165.61.176 ubP 2
1052 46.659410 fe80::bdca:e67b:5eb7:1ff02::c SSDP 201 ~

< | T ] »

i+ Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

i Ethernet II, Src: Ciscospv_4a:df:be (60:2a:d0:4a:df:be), Dst: IPvdmcast_6f:0(
# Internet Protocol version 4, Src: 192.168.1.76 (192.168.1.76), Dst: 232.239.(
i Internet Group Management Protocol

< | i | »

0000 01 00 5e 6f 00 Oa 60 2a dO 4a df be 08 00 46 a0 A T L oo o
0010 00 20 57 53 00 00 01 02 21 f7 cO a8 01 4c e8 ef of WSeieiaiai Yeeealore
|0020 00 0a 94 04 00 00 16 00 01 06 e8 er D0 Ba 00 00 Sadaasds SSdadass
00320 00 00 00 00 00 00 OO0 OO OO OO OO OO  Leeeean.

1050 45.121318 192.168.1.74 239.255.255.250 ubP 56:
[

Click the stop capture button ncar the top left corner of the window when you want to stop

capturing traffic

File Edit View _Go Qapf:ure Anaiyze Statistics Telephony Tools Internals Help Wil
Beeae sEx2L AereTFaE@E QA -

Expressnon Clear Apply

Source Destination Protocol Length -

192.168.1.76 239.255.255.250 uUDP 50:

7 > 192.168.1.74 239.255.255.250 UDP 56:
1198 69 739231 173.194.33.1 192.168.1.77 TLSVL 13!
1199 69.829177 192.168.1.77 63.80.4.133 TCP 9:
1200 69. 862702 192.168.1.77 207.8.65.23 TCP EES?
1201 69.862750 192.168.1.77 207.8.65.23 HTTP 34:
1202 69.863851 192.168.1.77 207.8.65.23 TCP 5T
1203 69. 863895 192.168.1.77 207.8.65.23 HTTP 28!
1204 69. 896441 207.8.65.23 192.168.1.77 TEP 6¢
1205 69.897417 207.8.65.23 192.168.1.77 TCP 6¢
1206 69.900444 207.8.65.23 192.168.1.77 TCP 6¢
1207 69.901173 207.8.65.23 192.168.1.77 TGP 6¢
1208 69.912970 207.8.65.23 192.168.1.77 HTTP 28
1209 69. 917987 207.8.65.23 192.168.1.77 HTTP 32—
1210 69.940316 192.168.1.77 173.194.33.1 TCP 5¢ =

<« [ T ] »

# Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

# Ethernet II, Src: CiscoSpv_4a:df:be (60:2a:d0:4a:df:be), Dst: IPv4mcast_6T:0(
# Internet Protocol Version 4, Src: 192.168.1.76 (192.168.1.76), Dst: 232.239.¢(
# Internet Group Management Protocol

< | (10 ] »
0000 01 00 5e 6f 00 Oa 60 2a dO 4a df be 08 00 46 a0 Y Vs S - ey
0010 OO0 20 57 532 00 00 O1L 02 21 f7 cO a8 01 4c e8 ef . WS.... t....L..

0020 ©00 Oa 94 04 00 00 16 00 Ol 06 e8 ef 00 Oa 00 00  .......c. covnnnnn
0030 ©00 00 00 OO0 00 OO0 OO OO0 ©OO OO OO OO  eeeeens wiesiesie

| | NVIDTA nFarce MOP Netwarkina Adanter Drive | Packets: 1210 Dicnlaved: (Prnﬁlpz Nefault
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Wireshark uses colors to help you identity the types of traffic at a glance. By default,

green is TCP traffic, dark blue is DNS traffic, light blue is UDP traffic, and black identifies

~ TCP packets with problems — for example, they could have been delivered out-of-order.
i NVIDIA nForce MCP Networking Adapter Driver [Wireshark 1.6.5 (SVN Rev 40429 from ftrun... E=2EE [&J -

File Edit View Go Capture Analyze Statistics Telephonz Teols Internals Help

e DEXREBE AT L QAR »

Filter: Expression... Clear Apply

No. Time Source Destination Protocol Length +
3496 44.246686 199.246.67.83 192.168.1.77 TCP 6(
3497 44.246702 192.168.1.77 199.246.67.83 TCP 5¢
3498 44.264489 72.165.61.176 192.168.1.77 UDP 71
3499 44.478306 192.168.1.77 184.28.243.55 HTTP 5!

‘ 3500 44.567017 184.28.243.55 192.168.1.77 TCP 61
3501 45.174887 192.168.1.77 199.246.67.83 TCP 5¢
3502 45.246680 199.246.67.83 192.168.1.77 TCP 6¢

TCP 5¢-

! 3503 45.246734 192.168.1.77 199.246.67.83

wireshi

« T b

# Frame 3508: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

# Ethernet II, Src: Actionte_d8:a3:88 (a8:39:44:d8:a3:88), Dst: Msi_74:82:e6 (A
# Internet Protocol Version 4, Src: 63.80.242.48 (63.80.242.48), Dst: 192.168.:
# Transmission control Protocol, Src Port: http (80), Dst Port: 63331 (63331),

< [; T i }

0000 00 16 17 74 82 e6 a8 39 44 d8 a3 88 08 00 45 00 co e Diewes E.
0010 00 34 56 46 40 00 35 06 fc 07 3f 50 f2 30 cO a8 .4VF@.5. ..7P.0..
0020 01 4d 00 50 f7 63 9f 42 b7 62 74 0c fc 28 80 10 .M.P.c.B .bt..(..
0030 16 59 dO f5 00 00 01 01 05 0a 74 0c fc 27 74 Oc Y —— Bk L,
0040 fc 28 %

[ m

1

O -File: "Ci\Users\Chris\AppData\Local\Temph... ‘ Packets: 4483 Displaye.., | Profile: Default

Filtering Packets

If you're trying to inspect something specific, such as the traffic a program sends when
phoning home, it helps to close down all other applications using the network so you can
narrow down the traffic. Still, you’ll likely have a large amount of packets to sift through.

That’s where Wireshark’s filters come in.

The most basic way to apply a filter is by typing it into the filter box at the top of the

window and clicking Apply (or pressing Enter). For example, type “dns” and you’ll see
ﬂ]ﬂ‘]éf‘ DNS pﬂCketS. When YOU start typ]ngﬂ Wireshark will he]p you autocomplete your
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Rév 40429 from /trun... L

File Edit Vlew Go _C_pture Analyze tatlstlcs Telephony Tools Internals Help
BN EEXSE AT
Anether interesting thing you can do is right-click a packet and SCI@F&M;;QP Steame, oy

No. Tlme Source Destmatlon Proctoceol Length =
031 1 8. 192. 158.1 77 DNS

>

302,.168.1.77

2 ; D Mark Packet (teggle) =3
1038 9\.’245665 192 168 1 77 Ignore Packet (toggle) TCP' B
1039 9.255815 62.80.4.1332 (% Set Time Reference (toggle) TCP 151«
1040 9.256284 63.80.4.133 TCP 151:¢
1N41 Q 25R21 4 192 168 1 77 Manually Resclve Address TP G
< | 1 »
= T == = = » = PO O
# Frame 1036: 758 bytes on wire App'yaSF"_ter red (6064 bits)
Ethernet II, Src: Msi_74:82:e6 Prepare a Filter » lctionte d8:a3:88 (:
| @ Internet Protocol Version 4, S Conversation Filter » 7)), Dst: 173.194.
23] Tr‘ansnn ssion Contro1 Protoco1 Colorize Conversation » port: http (80),
= HV Xt T er Protocol SCTP » : i
Eollow TCP Stream
Fellow UDP Stream
Fellow SSL Stream
1” ————— ‘"' Copy L =
0000 a8 2329 44 d8 a3 88 00 16 17 . i T s = -
0010 ©O2 e8 23 &b 40 00 80 06 43 3% DecodeAis... @RQicw LoweaMax ==
0020 21 29 f9 08 00 50 fO 6¢Cc 54 Print i ;0 S A PL.
0030 3f df 45 76 00 00 47 45 54 = Frnt. V..GE T /__utm
0040 2e 67 69 66 3f 75 74 6d 77 Show Packet in New Window F7utm wv=5.2.3 <
NANEN  2& 78 TA &A T 2A 2>t D& 7o Soe—1 0. it D00 —
0[ File: "C: \Users\Chns\AppData\Local‘\Temp\ [ Packets: 4483 Displaye... i Profile: Default
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Boooser T olaks

-Stream Content

|Accept-Encoding: gzip, deftlate

Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;0=0.7
Connection: keep-alive

Referer: http://ca.linkedin.com/pub/geds-dead/21/192/326

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2012 03:03:47 GMT I
| | [Content-Length: 35
| X-Content-Type-Options: nosniff “

Pragma: no-cache

Expires: wed, 19 Apr 2000 11:43:00 GMT

Last-Modified: wed, 21 Jan 2004 19:51:30 GMT

Content-Type: image/gif

cache-Control: private, no-cache, no-cache=Set-Cookie, proxy-
revalidate

|Age: 210285

Server: GFE/2.0

m

GIF 8900 e o e asaacanmas e AR D..;GET /__utm.gif?

utmwv=5. 2. 3&utms=1&utmn=637238821&utmhn=www. theglobeandmail. com
|&utmcs=UTF-8&utmsr=1280x1024&utmvp=1263x893&utmsc=24- Ji
hirgurmnl=an_ns@urmia=t2urmfi=11 1%20r10220rmdtr=l nlnlaman®%20ad% 7

iEntire cenversation (4329 bytes) EI

| Eind || Saveds || Print |© Ascn @ EBCDIC ) HexDump © CAmays © Raw

[ Filter Out This Stream J L Close ] il

—

e ————————— e —————— ———

Close the window and you’ll find a filter has been applied automatically — Wireshark is

showing you the packets that make up the conversation.
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A e P Neoring

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

fapter Driver Wireshark 16:5 (SVN Rev 40428 from /trun... 2| =) e

In

BN iigl | I NVIDIA nForce MCP Netwiorking Adapter Driver [Wireshark 1.6.5 (SVN Rev 40429 from frrun.. o] D S
- File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help
Filter: : — b : g
I ewees EEX2E AesTFi/(EEQQQ »
Filter: “ B Expression... Clear Apply
No, Time Source Destination Protocol Length ~|| 430
CLDO L6 5 IVTTVD AL ALTe LA T A LT IWO LT TN Lox-
2199 27.505467 12.129.210.71 192.168.1.77 TP 151 | L1120 G
2200 27.505504 192.168.1.77 12.129.210.71 TcP 5 || 430 H
2201 27.590919 12.129.210.71 192.168.1.77 HTTP 69! 54
2202 27.590986 192.168.1.77 12.129.210.71 TCP 5 |haga
2203 27.591228 192.168.1.77 12.129.210.71 TCP 5:= o
2204 27.594178 1.77 8.8.8.8 DNS |99
2205 27.623129 | ;.  192.168.1.77 DNS 23 || 60
2206 27.667342 173.194.33.27 192.168.1.77 TCP 61 430
2207 27.667406 192.168.1.77 173.194.33.27 TCP 5¢ 54 §
2208 27.677887 12.129.210.71 192.168.1.77 TCP 6 _
e =i - v >
ST = Frame 2207: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) | ST
: Arrival Time: Jan 28, 2012 05:28:58.189043000 Pacific standard Time T
@ Ethe, Epoch Time: 1327757338.189043000 seconds L :88 (i
F INt [Time delta from previous captured frame: 0.000064000 seconds] "- .194.
@ Tral [Time delta from previous displayed frame: 0.000064000 seconds] —1(80),
@ [Time since reference or first frame: 27.667406000 seconds] n
Frame Number: 2207
Frame Length: 54 bytes (432 bits)
acl“g:apture Length: 54 bytes (432 bits) >
| <l 1 | ’
0000 | d8 a3 88 00 16 17 74 82 e6 08 00 45 OO
P> 1 ib f4 1c 00 50 03 03 fO 59 41 90 3b e8 50 10 |
0000 10030 EXSECENESEvaN ol —
0010 ! =n
gggg 0[ Frame (frame), 54 bytes iPackets: 4483 Displaye... [ Profile: Default I
= 4N
0040 2e 67 69 66 3f 75 74 6d 77 76 3d 35 2e 32 2e 33 .gif?utm wv=5.2.3 - ‘
ANEN 26 78 74 &A 73 24 231 D& TE TA &d En 24 23D IN 20 Laitme_F19. utmn_DN0

OI File: "C:\Users\Chris\AppData\Local\Temp\...

,,,,,,,,,,, ~

] Packets: 4483 Displaye... [ Profile: Default

Click a packet to select it and you can dig down to view its details.
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Experiment—7

iI. Aim: Download and install nmap. Use it with different options to scan open
2. Objectives: objective of this module to learn nmap installation & use this to scan
ports,perform OS fingerprinting, do a ping scan, tcp port scan, udp port scan, etc.

different ports.

|7

QOutcomes: The learner will be able to:-

e Scan the network using scanning techniques available in NMAP.

e Use current techniques, skills, and tools necessary for computing practice

4. Hardware / Software Required : NMAP Tool

5. Theory:
Nmap (Network Mapper) is a security scanner originally written by Gordon Lyon (also
known by his pseudonym Fyodor Vaskovich) used to discover hosts and services on a
computer network, thus creating a "map” of the network. To accomplish its goal, Nmap sends
specially crafted packets to the target host and then analyzes the responses. Unlike many
simple port scanners that just send packets at some predefined constant rate, Nmap accounts
for the network
conditions (latency fluctuations, network congestion, the target interference with the scan)
during the run. Also, owing to the large and active user community providing feedback and
contributing to its features, Nmap has been able to extend its discovery capabilities beyond
simply figuring out whether a host is up or down and which ports arc open and closed; it can
determine the operating system of the target, names and versions of the listening services,

estimated uptime,type of device, and presence of a firewall.

Nmap features include: characteristics of network devices.

Host Discovery — Identifying hosts on a network. For example, listing the hosts which

respond to pings or have a particular port open.
Version Detection — Interrogating listening network services listening on remote devices

Port Scanning — Enumerating the open ports on one or more target hosts.

determining _
OS Detection — Remotely the operating system and some hardware
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to determine the application name and version number.

Basic commands working in Nmap

For target specifications:

nmap <target’s URL or [P with spaces between them>
For OS detection:

nmap -O <target-host's URL or [P>
For version detection:

nmap -sV <target-host's URL or P>

After the installation of nmap:> sudo apt-get install nmap

Information Security

SYN scan is the default and most popular scan option for good reasons. It can be

performed quickly, scanning thousands of ports per second on a fast network not

hampered by restrictive firewalls. It is also relatively unobtrusive and stealthy since it never

completes TCP connections.
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administrator@Padministrator-desktop: ~ T3 ) G0 AM R administrator A
adnintistrator@adninistrator ~desktop:-$ sudo nmap 55 www.plit.ac.in
[su password for adninistrator:

Starting Nrap 5.21 ( bttp://nmap.org ) at 2015-02-24 316:63 IST
| tnap scan repert for wmww.plit.ac.in (192,187,119.150)
=t 1s up (0.0215 latency).
DNS record for 152.187.119.196: outbound2.up59plus.com
t shown: 987 filtercd ports
| PORT STATE SERVICE
rtp
sntp
http
pop3
inap
https
submizzion

open
apen
aopen
open
open

y Starting Nmap 5.21 ( tp://onap.org 3 -24

Nrap sCan repert Tor www,piit.ad.in (192,187,119:1%6)

Host S up (D.00018s latency).

rbNS record for 1%92.1B87.119.190: outbound2.up%9plus.com

ALL 100D sconned ports on www.piit.ac.in (192.187.119.190) are cpen|filtered

Nnap done: 1 IP address (1 host up) s
adnintistrator@adnintisteator -desktop: -5 i

-sV (Version detection) :Enables version detection, as discussed above. Alternatively, we can

use -A, which enables version detection among other things.
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administrator@administrator-dasktop: ~ T3 @) 10024AM R administrator &
admintstratergadministrator-desktop:~S sude nrap -PO -p 1-148 -sS wwW.piit.ac.in

Starting Nmap 5.21 { http://nmap.org ) at 2815-82-24 16:13 IST
Nmap scan report for wew.piit.ac.in (192.187.119.198)
Host is up (0.0690s latency).
rDNS record for 192.187.119.199: outbound2.up99plus.con
Not shown: 136 filtered ports
' PORT STATE SERVICE
21/tcp open ftp
) 25/tcp open smtp
86/tcp open http
118/tcp open pop3

Nmap done: 1 IP address (1 host up) scanned in 9.81 seconds
admintstratorgadmintstrator-desktop:~§ sudo npap -PO -p 1-14@ -sSS -0 www.plit.ac.in

Starting Nmap 5.21 ( http://nmap.org ) at 2015-82-24 18:18 IST
scon report for www.piit in (192.187.119.198)
Host is up (©.827s latency).
“ rDNS record for 192.187.119.1%8: cutbound2.up99plus.con
| Not shown: 136 filtered ports
PORT STATE SERVICE
¥ 21/tcp open ftp
25/tcp open smtp
86/tcp open http
) 11e/tcp open pop3
» Narning: 0S5Scan results may be unreliable because we could not Tind at least 1 open and 1 closed port
Device type: switch|WAP
Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)
Aggressive 05 guesses: HP 40084 ProCurve tch (J41214) (96%), D-Link DHL-624+ or DWL-2000AP, or TRENDnet TEW-4328RP WAP (94%)
No exact 0S5 matches for host (test condittons nen-ideal)

0S5 detection performed. Please report any incorrect results at http://mmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.83 seconds
: admipistrator@administrator-desktop:-$ sudo nmap -50 192,168.5.200

starting Nmap 5.21 ( http://nmap.org ) at 2015-62-24 18:22 157
Note: Host seems down. If 1t is really up, but blocking our ping probes, try -PN
. Sec

Starting Nmap 5.21 { http://nmap.org )} at 2915-02-29 10:23 IST
Nmap scan report for 192,16 :
up (9.0002 ¥
Not shewn: 255 cpen|filtered protecols
PROTOCOL STATE SERVICE
1 open icmp

Nmap done: 1 IP address (1 host up) scanned in 4,93 seconds
administrator@admintstrator-desktop: sudo nmap -sO 192.168.1.200

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 18:24 IST

Note: Host seens down. If Lt s really cp, dut blocking our ping probes, try -PN
Nmap dome: 1 IP addr (@ hosts up) scanned in 3.21 seconds
admintistrator@administrator-desktop:-5

--open (Show only open (or possibly open) ports)

Sometimes you only care about ports you can actually connect to (open ones), and don’t want

results cluttered with closed, filtered, and closed|filtered ports.
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administrator@administrator-desktop: ~ Ty ) 101180 % adminsteator {0

e administratorg@adrinistrator-desktop:-$ ifconfig
ethe L\nk encap: &thcrnct HWaddr 60:30:13 e
' '/ Hask:255.255.255.¢
6 a t18ff:fea2: daea/oa _»cope tink
F { 5 RU‘JHI‘IG MULTICAST MTU:1560 Metric:i
R h 239‘797 errors:0 dropped:2 overruns:8 frame:o
18 dropped:® overruns:f carrier:®
8 txquevelen:1606
RX bytes:55995318 (55.9 MB) TX bytes:1481061 (1.4 N8)

1o L% ¢ Lecal Loopback
inet addr:127.6.8.1 Mask:
_} inets addr:

txqueuele
RX bytes:291054 (291.8 KB) TX bytes:291054 (291.0 K8)

. 1 ATUI65536 Metric:i
1 < 862 erro 9 dropped:® overru
| X pa 1862 errors:@ dropped:0 overruns:

— N inisTratorpadninistrator-deskto) 2 -open 192.168.2.184

Starting Nmap 5.21 ( httgk//nmap.org ) at 2015-07-21 10:18 IST

Note: Host seems down. If it is really up, but blocking cur ping probes, try -
Nmap done: 1 IP address (© hos up) scanned in 3.88 seconds
adninistratorgadninistrator-desktop:~$ nmap --open 192.168.2.84

tarting Nmap 5.21 ( http://nmap.org ) at 2015-87-21 10:10 IST

Nmap scan report for 192.168.2.84

Host ts up (©.69855s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (i1 host up) scanned in ©.11 seconds
adninistratorgadministrator-desktop:~$

-p port ranges (Only scan specified ports) .

This option specifies which ports you want to scan and overrides the default. Individual port
numbers are OK, as are ranges separated by a hyphen (e.g. 1-1023). The beginning and/or

end values of a range may be omitted, causing Nmap to use I and 65535, respectively.
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administrator@administeator-desktop: ~ 8 Ty @) 1028AM X administrator {%
THT Device type: switchjwap

Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)

Aggressive 0S guesses: HP 40068 ProCurve switch (34121A) (96%), D-Link DHL-624+ or DWL-2006AP, or TRENDnet TEW-4328RP WAP (94%)

No exact 05 matches for host (test conditions non-ideal).

2 05 detection perfornmed. Please report any incorrect results at http://nnap.org/subrit/ .
" Nmap done: 1 IP address (1 host up) scanned in 29.83 seccnds
| administratorg@administrator-desktop:~S suda nnap -sO 192.168.5.26¢

Starting Nmap S.21 ( http://nmap.crg ) at 2015-82-24 10:22 IST

Note: Host seens down, If it is really up, but blocking our ping probes, try PN
Nmap done: 1 IP address (@ hosts up) scanned tn 3.27 seconds
administrator@administrator -desktop:~$ sudo nmap -s0O 192.168.1.1

Starting Nmap 5.21 { http://omap.org ) ot 2015-62-24 310:23 IST
Nmap scan report for 192.168.1.1

Host is up (0.06621s laten A

Not shown: 255 open|filtered protocols

PROTOCGL STATE SERVICE

i open icmp

Nrap done: 1 IP address (1 hest up) scanned in 4.93 seconds
¥ admintstrator@administrator-desktop:~$ sudo nmap -sO 192.168.1.260

Starting Nmap 5.21 { http://nmap.org ) at 2015-02-24 18:24 IST

Note: Host see down. If it is really up, but blocking our ping probes, try -BN
Nmap done: 1 IP address (© hosts up) scanned in 3.21 seconds
admintstrator@administrator-desktop:~$ sude nmap -0 152.168.1.1

s, Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 18:25 IST
Nrap scan report for 192.168.1.1
Host ts up (0.06819s latency).
Not shown: 957 filtered ports
PORT STATE SERVICE
8 22/tep open  ssh
3/tcp open telnet
B8/tcp open
Warning: 1ts may be unreliable because we could net find at least 1 open and 1 closed port
Device type: ch{wap
s Running (JUST GUESSING) ; HP e¢mbedded (50%), D-Link embedded (94%), TRENDnet embedded (394%)
Aggressive OS guesses: HP 4006M ProCurve switch (341214) (96%), D-Link DHL-624+ or DWL-2088AP, or TRENDnet TEW-432BRP WAP (94%)

nMap.org/submity .

Starting Nmap 5.21 ( http://nmap.org ) at 28i5-02-
Hrap scan report for 192.168.1.1

Host is up (©.060 latency).

PORT SYATE SERVICE

443/tcp filtered https

Nrap done: 1 IP address (1 host up) scanned in ©.90 seconds
admintstratorgadmintstrator-desktop:-~$

-sT (TCP connect scan) .

TCP connect scan is the default TCP scan type when SYN scan is not an option. This is the
case when a user does not have raw packet privileges or is scanning [Pv6 networks. Instead
of writing raw packets as most other scan types do, Nmap asks the underlying operating
system to establish a connection with the target machine and port by issuing the connect

system call. Along with spoofing.
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administrator@administeator-desktop: ~ 8% Ty W) 100334AM R administrator &
T Host s up (©.06019s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

22/tcp open 58

23/tcp open telnet

» 86/tcp open  hittp

Warning: 0SS5can results may be unreliable because we could not find at least 1 open and 1 closed port

Device type: switchlWaP

Running (JUST GUESSIN : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)

Aggressive 0SS guesse HE 4D80M ProCurve switch (34121A) (96%), D-Link DHL-624+ or DWL-2000AP, or TRENDnet TEW 2BRP WAP (94%)

No exact 05 matches for host (test conditions non-ideal),

0S detection performed. Please report any incorrect results at http://nnap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 19.16 seconds
administrator@administrator-desktop:~S sudo nmap -p 443 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-62-24 10:27 IST
Nmap scan report for 192.168.1.1

Host Ls up (©.06024s latency).

PORT STATE SERVIECE

443/tcp filtered https

! Nmap done: 1 IP address (1 host up) scanned in ©.98 seconds
administrator@administrator -desktop:~5 sudo nnap -p 53 192.168.

Starting Nmap 5.22 { http://nmap.org ) at 15-62-24 10:2
Nmap scan report for 192.168.1.1

Host ts up (0.686020s

PORT STATE SERVICE

S3/tcp filtered donain

Starting Nmap 5.21 { htt fomap.org ) at 2015-02-24 18:39 IST
spoofing MAC address €3 90 2F;3E (No registered vendor)
Inttiating Parallel DNS resoluttion of 1 host. at 16:30
Completed Parallel DNS resolution of 1 host, at 19:30, 0.90s elapsed
Intitiating Connect Scan at 16:38

- Scanning 192.168.1.1 [1669 ports]
Discovered open port 23/tcp on 192.1
Discovered open port 22ftcp on 192 2
Discovered open port 86 /tcp on 192.168.1.1
Increasing send delay for 192.168.1.1 fron © to S due to 11 out of 14 dropped prob
Connect Scan Timing: About 48.25% done; ETC: 10:31 (8:80;33 remaining)
Increasing send delay for 192.168.1.1 from S to 10 due te 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 19 to 206 due to 11 out of 11 dropped probes since last increase,
Increasing send delay for 192.168. from 20 to 48 due to 11 out of 11 dropped probes since last increase
Connect Scan Timing: About 64.85% - > 10:32 (©:08:36 remaining)
Increasing send delay for 192.168. fron 49 to BO due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.3168.1.1 from 89 to 160 due to 11 out of 11 dropped probes since last tncrease.
Increasing send delay for 192.168.1.1 from 1680 to 320 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 152.168.1.1 fron 326 to 642 due to 11 out of 11 dropped probes since last increase.

administrator@admintstrator-desktop:-5 ||

Null scan (-sN):

Does not set any bits (TCP flag header is 0)

39




Information Security

administrator@admlnistrator-desktop: ~ Ty ) 10:36AM X administrator %
Starting Nmap 5.21 { http://nmap.org } at
Nmap scan report 192.168,1.1
Host is up (©.06024s latency
PORT STATE SERVICE
443/tcp filtered https

Nmap done: 1 IP address (1 host up) scanned in €.98 seconds
administratorgadministrator-desktop:~$ sudo nnap -p 53 152.168.

Starting Nmap 5.21 { http://nmap.org at 2015-02-24 10:29 IST
Nmap scan report for 192.168.1.1

Host is up (©.86028s latenc

PORT STATE SERVICE

53/tcp filtered domain

Nmap dome: 1 IP address (1 host up) scanned in €.61 seconds
, administratorgadministrator -desktopi~§ nnap -v -PN --spoof-nac 0 192.1668.1.1

Starting Nmap 5.21 { http://nmap.crg ) at 2015-62-24 16:38 IST
spoofing MAC address 03: 90: 2F:3E (No registered vendor)

1 Initlating Paraltlel DNS resolution of 1 host. at 16:30
Completed Parallel DNS resolution of 1 host, at 10:36, 8,985 elapsed

¥ Initiating Connect Scan at 16:39
Scanning 192,168.1.1 [1000 por
Discovered open port 23/tcp on
Discovered open port 22/tcp on 2
Discovered open port 88/tcp on 192.168.1.1
Increasing send delay for 192.168.1.1 fron @ to 5 due to 11 out of 14 dropped probes since last increase.
Connect Scan Timing: About 48,25% done; ETC: 16:31 (©:88: remaining)
Increasing send delay for 192.168.1.1 fron 5 to 10 due to 11 out of 11 dropped probes since 1 increa:
Increasing send delay for 192.168.1.1 from 19 to 20 due to 11 out of 11 dropped probes since last increase.

¥ Increasing send delay for 192.168.1.1 from 20 to 46 due to 11 out of 11 dropped prob since last increase.
Connect Scan Timing: About 64.85% ETC: 16:32 (0:006:26 remaining)
Increasing. send delay for 192.168.1. 49 to 80 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1. 29 to 166 due to 11 out of 11 dropped probes since last tncrease.
Increasing send delay for 192.168.1. 160 to 328 due to 11 out of 11 dropped probes since last increase
Increasing send delay for 192.168.1. 328 to 649 due to 11 out of 11 dropped probes stnce last increase.

drintstrator@admintstrator-deskto

Starting Nmap 5.21 ( http://nmap.crg ) at 2015-02-24 10:34 IST
Nrap an report for 192.168.1.1

Host is up (©.868024s latency).

ATl 1060 scanned ports on 192.168.1.1 are open|filtered

Nrap done: 1 IP address (1 host up) scanned tn 21.56 seconds
administratorgadministrator-desktop:~$ sudo nmap -sX 192.168.

Starting Nmop 5.21 ( http://amap.org ) at 2015-62-24 10:35 1
Nrap scan report for 192.168.1.1

Host is up (©.08018s latency).

ALl 1889 scanned ports on 192.168.1.1 are open|filtered

Nrap done: 1 IP address (1 host up) scanned in 21.42 seconds
admintistratorgadministrator -desktop:~$

--top-ports <integer of 1 or greater>

Scans the N highest-ratio ports found in nmap-services file.
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D e O Rle Bt View Search Terminal Help ty @) &:122M X administrator 3%
admintstrator@admintstrator-desktopf --top-ports 19 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2007-01-01 06:1% IST
Nmap scan report for 1

"PCRI STATE
21/tcp filtered

2z/tep open

23/tcp  open

25/tcp filtered sp

W BG/tcp open
118/tcp filtered
139/tcp filtercd
443/tcp flltered

| 445/tcp Filtered nic

389/tcp filltered ns-term-se

' Nmap done: 1 IP address (1 host up) scanned in 2.58 seconds
J admintstratorgadmintstrator-desktop:~S nnap --top-ports 10 192.168.2.5
4

w Starting Nmap 5.21 ( http://nmap.org ) at 2087-61-81 06:12 IST
Nmap scan report for 192.168.2.5
¥ Host 1s up (©.0018s latency).
SYATE SERVICE
21/tcp closed ftp
clesed ssh
closed telnet
closed smtp
open http
118/tcp closed pop3
139/tcp. open netbios-ssn
443/tcp closed https
445/tcp open microsoft-ds
3389/tcp open ms-term-serv

Nmap done: 1 IP address (1 host up) scanned in €.88 seconds
administratorgadmintistrator-desktop:~§

-PS port list (TCP SYN Ping)

This option sends an empty TCP packet with the SYN flag set. The default destination port is
80 (configurable at compile time by changing DEFAULT TCP_PROBE PORT_ SPEC
mnmap.h). Alternate ports can be specified as a parameter. The syntax is the same as for the

-p except that port type specitiers like T: are not allowed.
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administrator@administrator-desktop: ~
e inet addr:192.168.2.84 BCast:192.168.2.255 Mask:255.255.255.0

ineté addr: fes 30:18ff: fea2:4aca /64 Scope:link
UP BROADCASTY RUNNING MULYICAST HTU:15689 Metric:i
RX packets:414681 errors:@ dropped:2 overruns:@ frame:@
TX packets:20526 errors:0 dropped:® overruns:® carrier:®
collisions:8 txqueuclen:1699
RX byt 68752476 (68.7 MB) TX bytes:1919254 (1.9 M)

Link encap:Local Lo

inet addr:127.6.8.1

inets addr: ::1/128

UP LOOPBACK RUNNING HTU:65536 Hetric:1

RX packets:4529 errors:® dropped:@ overrun frame:®

:4529 errors dropped:©® overruns:® carrier:@
tons:0 txqueuelen:d
RX bytes:487138 (487.1 KB) TX bytes:487138 (487.1 KB)

adninistratorgadministrator op:~5S nmap -sU 192.168.2.84
You requested a scan type which requires root privileges.

" QUITTING!

! adninistratorg@administrator-desktop:~5 nmap <sU www.piit.ac.in
You requested a scan type which requires root privileges.
QUETTING!
adainistrator@administrator-desktop:-$ clear

dnintstratorgadministrator-d
ethd Link encap:Ethernet Huaddr ©0:30:18:32:4atea
inet addr:192.168.2.84 Bcast:192.168.2.255 #Hask:255.255.255.0
inetd addr: fe89::230:18fF:fea2:43ea/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets 6661 errors:@ dropped:2 overruns:@ frame:@
TX packets:28595 errors:8 dropped:® overruns:® carrier:®
collisions:8 txqueuelen:i1090
RX bytes:69767214 (69.7 MB) TX byt 1927193 (1.9 N2)

Link encap:Lecal Loopback

inet addr:127.0.8.1 Ma 255.0.0.90

tneté addr: ::1/128 Scope:Host

UP LODPBACK RUNNING MTU:65536 Netric:i

© dropped:® overrun frame:®
dropped: 8 overrun carrier:9

collistens txqueuelen
RX bytes:492181 (492.1 KB) TX bytes:492181 (

t is up (9.00B55s5 latency).
Not shown: 999 closed ports
PORT  STATE SERVICE
86/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 8.13 seconds
adainistratorgadministrator-desktop:-$

nmap —iflist

host interface and route information with nmap by using “—iflist” option.

Information Security
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cg13@eg13; ~

< Print version aunber
this help summary page.

AMAp -V -A 5CINMC.NMIP.Org

namap -v -sP 192.168.6.08/16 10.06.0.0/8

| nmap -v -iR 10000 -PN -p 80

= SEE THE MAN PAGE (http:// ap.org/book/man.htal) FOR MORE OPTIONS AND EXANPLES
ca13@cgili~S nmap 192.168.1.%

) Starting Nmap S.21 ( http://nmap.org ) at 2815-82-25 11:6
nass_dns: warning: Unable to determine an 5 Reverse DNS is disabled.
Try using --systen-dns or specify vali s with --dns-servers
Nreap done: 256 IP addres s (@ hosts up) scanned in ©.16 seconds
cg13@cgi3:-$ nmap --reason 192.168.1.1

) Starting Nmap 5.21 ( http://nmap.org ) at 2015-92-25 11:04 IST

cg13@cgl3:~5 nnap --resson 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-€2-25 11:5 IST

! Note: Host seems down. If it is really up, but blocking our ping grobes, try -PN
Nmap done: 1 IP address (@ hosts up) scanned tn 3.68 seconds

¥ cg139cgl3:~% nnap --packet-trace serveri.cyberciti.biz

15-02-25 11:66 181
> Operation now in progres

Starting Nmap 5.21 ( http://nmap.org ) at
CONN (8.1348s) TCP ltocalhost > 75.126.153.

CONN (2.1358s) TCP localhost .126.153, Operation now in progre
CONN (2.1358s) TCP localhost > .126.153.206:80 => Operation now in progress
Note; Host seens down, If it is really up, but blocking our ping probes, try -PN
1 IP address (@ hosts up) scanned in 3.14 seconds
% namp --iflist

26
> 28
CONN (0.13465) TCP localhost > .126.153.20 Qperation now in prog
> 28
2

No command 'nanp' found, did you mean:
Command 'nmap’ from package ‘nmap' (main}
Command 'nama‘ from package ‘nama’ (universe)
Comnand 'nom' fron package ‘nan' (universe)
Coemmand "nap' from package 'nap' (universe)

: command not found

-25-11:07 IsT
MMM AN A R A AN SR AR SRR I NTERFACESAA SO AARSAANSARARSAANSARA
DEV {SHORT) IP/MASK TYPE UP MAC
lo {le) 127.0. 8 loopback up
wan® (wand) 192.168.3.143/24 ethernet up 89:36:18:4

MAAAASANNER AR A AR R AR SR AROUTEGIAAAN SRR SN NS DA NS AR AN
DST/HASK DEV  GATENAY

192.168.2.0/0 wand

169,254.0.8/0 wan®

8.6.9.6/0 Wand 192.168.

cgi3geg13:-s |}

6. Conclusion:

-
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Network scanning provides a wealth of information about the target network, which is

valuable regardless of whether you're trying to attack the network or protect it from

attack. While performing a basic scan is a simple matter, the network scanners

covered in this experiment provide a wide array of options to tweak your scan to

achieve the best results. Nmap is used to detect IP spoofing and port scanning.
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Experiment—8
1. Aim: Use of iptables in linux

2. Objectives: To study how to create iptables in linux.
3. Theory:
iptables is a command line interface used to set up and maintain tables for the Netfilter firewall for IPv4,
included in the Linux kernel. The firewall matches packets with rules defined in these tables and then
takes the specified action on a possible match.
Tables is the name for a set of chains.
Chain is a collection of rules.
Rule is condition used to match packet.
Target is action taken when a possible rule matches. Examples of the target are ACCEPT, DROP,
QUEUE.
Policy is the default action taken in case of no match with the inbuilt chains and can be ACCEPT or
DROP.
Syntax:
iptables --table TABLE -A/-C/-D... CHAIN rule --jump Target
TABLE
There are five possible tables:
filter: Default used table for packet filtering. It includes chains like INPUT, OUTPUT and FORWARD.
nat : Related to Network Address Translation. It includes PREROUTING and POSTROUTING chains.
mangle : For specialised packet alteration. Inbuilt chains include PREROUTING and OUTPUT.
raw : Configures exemptions from connection tracking. Built-in chains are PREROUTING and
OUTPUT.
security : Used for Mandatory Access Control
CHAINS
There are few built-in chains that are included in tables. They are:
e INPUT :set of rules for packets destined to localhost sockets.
FORWARD :for packets routed through the device.
OUTPUT :for locally generated packets, meant to be transmitted outside.
PREROUTING :for modifying packets as they arrive.
POSTROUTING :for modifying packets as they are leaving
OPTIONS

1. -A, —append : Append to the chain provided in parameters.

Syntax: iptables [-t table] --append [chain] [parameters]
Example: This command drops all the traffic coming on any port.
iptables -t filter --append INPUT -j DROP Output:

® Terminal File Edit View Search Terminal Help

25 computer@computer:~$ sudo iptables -t filter --append INPUT -3j DROP
computer@computer:~$ ping www.google.com

& ping: unknown host www.google.com

?3 computer@computer:~$ sudo iptables -t filter --list

¥ Chain INPUT (policy ACCEPT)

.target prot opt source destination
DROP all -- anywhere anywhere

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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-D, —delete : Delete rule from the specified chain.

Syntax: iptables [-t table] --delete [chain] [rule_number]
Example: This command deletes the rule 2 from INPUT chain.
iptables -t filter --delete INPUT 2

Output:

iptables -t filter --check INPUT -s 192.168.1.123 -j DROP
Output:

-~ o o

Terminal File Edit View Search Terminal Help
" computer@computer:~$ sudo iptables -L --line-number
Chain INPUT (policy ACCEPT)
num target prot opt source destination
= 1 DROP all -- anywhere anywhere

E) Chain FORWARD (policy DROP)
= .num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination

Chain DOCKER-USER (0 references)

num target prot opt source destination

computer@computer:~$ sudo iptables -t filter --check INPUT -s 192.168.1.123 -j DROP ; echo $?
iptables: Bad rule (does a matching rule exist in that chain?).

1

computer@computer:~$ sudo iptables -t filter --check INPUT -j DROP ; echo $?

(0}

computer@computer:~$ I

PARAMETERS

The parameters provided with the iptables command is used to match the packet and perform the
specified action. The common parameters are:

1. -p, —proto : is the protocol that the packet follows. Possible values maybe: tcp, udp, icmp, ssh
etc.
Syntax: iptables [-t table] -A [chain] -p {protocol_name} [target]
Example: This command appends a rule in the INPUT chain to drop all udp packets.
iptables -t filter -A INPUT -p udp -j DROP
Output:
Terminal File Edit View Search Terminal Help

' computer@computer:~$ sudo iptables -t filter -A INPUT -p udp -j DROP
computer@computer:~$ sudo iptables --list
Chain INPUT (policy ACCEPT)
== target prot opt source destination
Es DROP udp -- anywhere anywhere

‘EI'Chain FORWARD (policy DROP)
= target prot opt source destination

" Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain DOCKER-USER (0 references)
target prot opt source destination
computer@computer:~$

2. -S,—source: is used to match with the source address of the packet.
Syntax: iptables [-t table] -A [chain] -s {source_address} [target]
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Example: This command appends a rule in the INPUT chain to accept all packets originating from
192.168.1.230.

iptables -t filter -A INPUT -s 192.168.1.230 -j ACCEPT

Output:

@ @™ Terminal File Edit View Search Terminal Help

!; computer@computer:~$ sudo iptables -t filter -A INPUT -s 192.168.1.230 -j ACCEPT
computer@computer:~$ sudo iptables --list

E Chain INPUT (policy ACCEPT)
target prot opt source destination
DROP udp -- anywhere anywhere

“ ACCEPT all -- 192.168.1.230 anywhere

> I«
Chain FORWARD (policy DROP)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain DOCKER-USER (0 references)
target prot opt source destination
computer@computer:~$ I

3. -d, —destination : is used to match with the destination address of the packet.

Syntax: iptables [-t table] -A [chain] -d {destination_address} [target]

Example: This command appends a rule in the OUTPUT chain to drop all packets destined for
192.168.1.123.

iptables -t filter -A OUTPUT -d 192.168.1.123 -j DROP

Output:

= (@ computer@computer: ~

'computer@computer:~$ sudo iptables -t filter -A OUTPUT -d 192.168.1.123 -j DROP
computer@computer:~$ sudo iptables --list
iChain INPUT (policy ACCEPT)

prot opt source destination

udp -- anywhere anywhere

all -- 192.168.1.230 anywhere

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
DROP all -- anywhere 192.168.1.123
computer@computer:~$ [J

4. -i, —in-interface : matches packets with the specified in-interface and takes the action.
Syntax:

iptables [-t table] -A [chain] -i {interface} [target]

Example: This command appends a rule in the INPUT chain to drop all packets destined for
wireless interface.

iptables -t filter -A INPUT -i wlan0 -j DROP
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pi@raspberrypi: ~

File Edit View Search Terminal Help

pi@raspberrypi:~ $ sudo iptables -t filter -A INPUT -i wlan@ -j DROP

pi@raspberrypi:~ $ sudo iptables --list --verbose

Chain INPUT (policy ACCEPT 13 packets, 932 bytes)

pkts bytes target prot opt in out source destination
0 © DROP all -- wlan® any anywhere anywhere

Chain FORWARD (policy ACCEPT 0@ packets, 0 bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 7 packets, 928 bytes)
pkts bytes target prot opt in out source destination
pi@raspberrypi:~ $ D

5. -0, —out-interface : matches packets with the specified out-interface.

6. -J, —jump : this parameter specifies the action to be taken on a match.

Syntax: iptables [-t table] -A [chain] [parameters] -j {target}

Example: This command adds a rule in the FORWARD chain to drop all packets.
iptables -t filter -A FORWARD -j DROP

Output:

Terminal File Edit View Search Terminal Help

computer@computer:~$ sudo iptables -t filter -A FORWARD -j DROP
computer@computer:~$ sudo iptables --list

Chain INPUT (policy ACCEPT)

target prot opt source destination

DROP udp -- anywhere anywhere

ACCEPT all -- 192.168.1.230 anywhere

> Jl<target prot opt source destination
DROP all -- anywhere anywhere

7
_—
Chain FORWARD (policy DROP)

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
DROP all -- anywhere 192.168.1.123
computer@computer:~$ I

While trying out the commands, you can remove all filtering rules and user created chains.

sudo iptables --flush

To save the iptables configuration use:

sudo iptables-save

Restoring iptables config can be done with:

sudo iptables-restore

4. Conclusion:

There are many other firewall utilities and some that may be easier, but iptables is a good learning
tool, if only because it exposes some of the underlying netfilter structure and because it is present in
SO many systems.
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Experiment — 9
AIM:To demonstrate Intrusion Detection System (IDS) using Snort software tool.

STEPS ON CONFIGURING AND INTRUSION DETECTION:

1. Download Snort from the Snort.org website. (http://www.snort.org/snortdownloads)

2. Download Rules(https://www.snort.org/snort-rules). You must register to get the rules. (You should
download these often)

3. Double click on the .exe to install snort. This will install snort in the “C:\Snort” folder. It is important
to have WinPcap(https://www.winpcap.org/install/) installed

4. Extract the Rules file. You will need WIinRAR for the .gz file.

5. Copy all files from the “rules” folder of the extracted folder. Now paste the

rules into “C:\Snort\rules” folder.

6. Copy “snort.conf” file from the “etc” folder of the extracted folder. You must

paste it into “C:\Snort\etc” folder. Overwrite any existing file. Remember if you modify your snort.conf
file and download a new file, you must modify it for

Snort to work.

7. Open a command prompt (cmd.exe) and navigate to folder “C:\Snort\bin”

folder. ( at the Prompt, type cd\snort\bin)

8. To start (execute) snort in sniffer mode use following command:

snort -dev -i 3

-1 indicates the interface number. You must pick the correct interface number. In

my case, it is 3.

-dev is used to run snort to capture packets on your network.

To check the interface list, use following command:

snort -W

@ Administrator: CAWindows\system32\cmd exe - [l 0
Tota ]H:r-uu nllu q(n‘ 01 =
c7‘m'nt pnnn;
C:\Snort\bindsnort —U
—%> Snoprt? O

Uevsion 2.9.6.8-WIN32 GRE <(Build A7)
By Martin Roesch & The Snort Team: http:/ uww.snort.orgl/snort/s

(u):]n;gl "311 11 co uul/un & affiliac
I

nc., et a

Index Physical Rd(l:\..vg IP Address l)euin: Nime

UWUH ARAG: FeB@: 000N : PAVO = UUUU
,n‘l B?l( AE311628ER7AY UMware Uirtual F
@: 06 HBODR: 1800 = F B8O : AURA : BAVA - BBPA : he
56 92988E> UNware Uirtual Eth
: 80 B0 AOBR: VRN FeBA: 0000 : PBPA - PRAA: ada3d :46¢c9 “\DeviceN
3Zb4BUJF 16%2 49(.,5 B5D9-A12EFE40F17C> Microsoft =

Fmdmg an interface

You can tell which interface to use by looking at the Index number and finding

Microsoft. As you can see in the above example, the other interfaces are for

VMWare. My interface is 3.

9. To run snort in IDS mode, you will need to configure the file “snort.conf”

according to your network environment.

10. To specify the network address that you want to protect in snort.conf file, look for the following line.
var HOME_NET 192.168.1.0/24 (You will normally see any here)

11. You may also want to set the addresses of DNS_SERVERS, if you have some on your network.
Example:
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example snort

12. Change the RULE_PATH variable to the path of rules folder.

var RULE_PATH c:\snort\rules

path to rules

13. Change the path of all library files with the name and path on your system. and
you must change the path of snort_dynamicpreprocessorvariable.
C:\Snort\lib\snort_dynamiccpreprocessor

You need to do this to all library files in the “C:\Snort\lib” folder. The old path might be:
“/usr/local/lib/...”. you will need to replace that path with your system

path. Using C:\Snort\lib

14. Change the path of the “dynamicengine” variable value in the “snort.conf™ file..
Example:

dynamicengine C:\Snort\lib\snort_dynamicengine\sf_engine.dll

15. Add the paths for “include classification.config” and “include reference.config”
files.

include c:\snort\etc\classification.config

include c:\snort\etc\reference.config

16. Remove the comment (#) on the line to allow ICMP rules, if it is commented
with a #.

include SRULE_PATH/icmp.rules

17. You can also remove the comment of ICMP-info rules comment, if it is
commented.

include SRULE_PATH/icmp-info.rules

18. To add log files to store alerts generated by snort, search for the “output log”
test in snort.conf and add the following line:

output alert_fast: snort-alerts.ids

19. Comment (add a #) the whitelist SWHITE_LIST_PATH/white_list.rules and
the blacklist

Change the nested_ip inner , \ to nested_ip inner #, \

20. Comment out (#) following lines:

#preprocessor normalize_ip4

#preprocessor normalize_tcp: ips ecn stream

#preprocessor normalize_icmp4

#preprocessor normalize_ip6

#preprocessor normalize_icmp6

21. Save the “snort.conf” file.

22. To start snort in IDS mode, run the following command:

snort -c c:\snort\etc\snort.conf -l c:\snort\log -i 3

(Note: 3 is used for my interface card)

If a log is created, select the appropriate program to open it. You can use
WordPard or NotePad++ to read the file.

To generate Log files in ASCII mode, you can use following command while
running snort in IDS mode:

snort -A console -i3 -c c:\Snort\etc\snort.conf -l c:\Snort\log -K ascii

23. Scan the computer that is running snort from another computer by using PING or NMap (ZenMap).

After scanning or during the scan you can check the snort-alerts.ids file in the log folder to insure it is
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logging properly. You will see IP address folders appear.
Snort monitoring traffic —
B8 Administrator: O \Wmdaw.system?a?\:mdm Snort -A comsole i3 ¢ CASNAMVELEAERRron] - o M| = bl S5

Rules Engine: SPF_SNORT _DETECTION_ENGINE Version 2.1 <Build 12
Preprocessor ject: SF_SSLPP Uersion 1.1 <Build 4)
Preprocessor : 8F_SSH Uersion 1.1 <Build 3
Prepro o = * Uersion 1.1 <{Build 7>
Preproce . 2 : 8F i 5 | (Build 1>
8F Version {.1 ‘Build 12
i . " REPUTATION VUersion 1.1 <£Build 13
Preprocessaor Obhject: SF_POP Uersion 1.8 <Build 1>
Preprocessor» Object: SF_MODBUS Version 1.1 <Build 1>
Prepro o ﬂbj»ft: SF_TMAP ion 1.8 £Build 1>
Prepro « Obj Ject: ¢ F_GIP on 1.1 CHudild 1>
Preproc « Ohj jec t: SF_PIPTEL Uersion 1.2 <Build 13>
Preprocessor Ject: SF_DNS 2 0 2 {Build 4>
Preprocessor ject: SF_DNF3 si 5 <Build 1>
Preprocessor Jject: SF_DCERPCZ Uersion 1.8 <Build 3>
Commencing packet processing (pid=2164)
23:53:16.033913  Iww] [120:3:1]1 <htep_inspect) NO CONTENT-LENGIN OR TRANSE
i CODING IN HITP RESPONSE [#x] [Classification: Unknouwn Traffic] [Priority: 3
1 {TCP> 192.168.1.1:88 —> 192.168.1.28:565866
A3/29-23:53:16.08353792 [+*=¢]1 [128:3:11 <{http_inspect) NO CONTENT-LENGTH OR TRANSF
ER-ENCODING IN HTIT F' RI{!{P(\NSF l'”' 1 IClasuification: Unknown Teaffic) [Priority: 3
2. 168.1.1:888 -> 192.168.1.2 6547
3:16. WJbl)? [m%] ll‘u‘3 tp_inspect? NO CONTENT-LENGIM OR TRANSF
IN HTTP RESPONSE [#%] [Classification: Unknown Traffic ]l [Priority: 3
168.1.1:88 —> 192.168.1.268:56508
’29-23: 16.037893  ([#%] [120:3:11 C(http_inspect? NO CONTENT -LENGTH OR TRANSF
ER-ENCODING TN HTTP RESPONSE Iss] [Clasusificevion: Unknown Teaffic]l Priority: 3
] CTCP) 192.168.1.1:88 —> 192.168.1.20:56509
W3 /29-23:53:16.142921 [#==] [120:3:1] Chttp_inspect) NO CONTENT -LENGTH OR TRANSF
ER-ENCODING IN HTTP RESPONSE [<] [C1l ‘°1i1bat10n Unknoun Trafficl [Priority: 3
192.168.1.1:80 —> 192.168.1.2
:16.174489 [ ww ] l 128:3:11 ¢ tp_inspect) NO CONTENT-LENGIN OR TRA
IN HTTF RESPONSE [#wx) Il fication: Unknown Irafficl) [Priority:
2.168.1.1:88 -> 192.168.1.20:56519
S 3:16.677878 [»¢] [120:3: l] Chttp_inspect) NO CONTENT-LENGIH OR TRANSF
ER-ENCODING IN HTTP RESPONSE [+x] [C1 if ication: Unknown Trafficl [Priority: 3
{TCP) 192.168.1.1:88 -> 192.168.1 6512
3/729-20:53:16.80A831 [wn] [120:3: tp_inspect> NO CONTENT-LENGIH OR TRANSP
ER-ENCODING IN HITP RESPONSE [w=«]1 [C1l fication: Unknown Tvafficl [Priority: 3
] {TCP> 192.168.1.1:88 —> 192.168.1.2 6513
A3 29-23:53:16.944237 [+¢] [128:3:11 <(http_inspect? NO CONTENT-LENGTH OR TRANSF
ER-ENCODING TN HTTP RESPONSE [=+] [C1 ification: Unknown Teaffic) [Periopity: 3
{ Py 192 . 168.1.1:888 -> 192.168.1.2 H14
od K 6.948012 [ww] (120:3:4]1 Chttp_inspect? NO CONTENT-LENGIHN OR TRANSF
CODING IN HTITP RESPONSE [#x] [Classification: Unknown Trafficl [Priority: 3
] ’TfPJ 19“.158.1.1:86 —> 192.168.1.2A8:56515
A 16.953992 [»x] [120:3:11 <http_inspect? NO CONTENT-LENGTIH OR TRANSF
IN HTTP RESPONSE Io«] IClassification: Unknown Traffic) [Peiority: 3
16B.1.1:88 -3 192.168.1.2 6516
/2 16.967744 [+=] [12Q4:3:11] ittp_dinspect)> NO CONTENT-LENGTH OR TRANSFE
ER— EN”OD[NG IN HTTP RESPONSE [¢] [C1l fication: Unknown Trafficl) [Priority: 3
1 ’TFP‘ 192.168.1.1:88 —> 192.168. <5651
: 16.982649 [»=] [120:; . LD spect? NO CONTENT-LENGTN OR TRANSF
IN HTTF RESPONSE [(ww] [C Ficati P lUnknown Tratficl [(Priowitey: 3

- ’ ]
1 {ICP> 192.168.1.1:88 -> 192.168.1.

RESULT:
Thus the Intrusion Detection System(IDS) has been demonstrated by using
the Open Source Snort Intrusion Detection Tool.
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14.
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16.
17.
18.
19.

20.

VIVA VOICE

What is information security, and why is it important in today's digital age?

Can you explain the CIA triad in the context of information security?

Describe different types of security threats that organizations commonly face.

What is the role of encryption in ensuring data security? Can you explain different encryption
techniques?

How do firewalls contribute to network security? What are the different types of firewalls?
Discuss the importance of access control in information security. What are the different access
control models?

Explain the concept of authentication and its significance in information security.

What are the main differences between symmetric and asymmetric encryption algorithms?
Describe common social engineering techniques used to breach security and how to prevent
them.

How does a Distributed Denial of Service (DDoS) attack work, and what measures can be taken
to mitigate it?

What are the best practices for securing wireless networks?

Explain the concept of digital signatures and their role in ensuring data integrity and authenticity.
What is a vulnerability assessment, and how does it differ from penetration testing?

Discuss the importance of security policies and procedures in an organization.

How do encryption protocols like SSL/TLS contribute to securing communication over the
internet?

Can you explain the concept of risk management in information security? What are the steps
involved?

Describe the main principles of secure software development.

How does biometric authentication work, and what are its advantages and disadvantages?

What are the ethical considerations in information security, especially regarding privacy and data
protection?

Discuss the emerging trends and challenges in information security, such as loT security, Al-
based threats, and quantum computing implications.




